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SMRT is a toolset that has ŀ ŦŜǿ ǇǳǊǇƻǎŜǎΦ  ¢ƘŜ ƛƴƛǘƛŀƭ ŀƴŘ Ƴŀƛƴ ǇǳǊǇƻǎŜ όǿƘƛŎƘ ǿŜΩƭƭ 
discuss today) is to map relationships.  Why might this be useful? 
Å The use that immediately comes to mind is background checks for employment.  

Employers routinely use Facebook, Twitter and Linkedin as an informal metric to measure 
judgment.  For instance, if you discuss previous employers in a disparaging manner, that 
would probably count against you, as would discussing illegal activity or posting 
inappropriate photos or content. 

Å[ŀǿ ŜƴŦƻǊŎŜƳŜƴǘ ǿƛƭƭ ǎƛƳƛƭŀǊƭȅ ǳǎŜ ǎƻŎƛŀƭ ƳŜŘƛŀ ƛƴ ōŀŎƪƎǊƻǳƴŘ ŎƘŜŎƪǎΦ  LǘΩǎ ŀƭǎƻ ŎƻƳƳƻƴ 
to see law enforcement `are used in something like 20-80% of divorce cases. 

Å Auditing personal activity against corporate policy is a growing trend in social media.  For 
ƛƴǎǘŀƴŎŜΣ ǎƻƳŜ ǎŎƘƻƻƭ ōƻŀǊŘǎ ƳŀƴŘŀǘŜ ǘƘŀǘ ǘŜŀŎƘŜǊǎ Řƻ bh¢ άŦǊƛŜƴŘέ ǎǘǳŘŜƴǘǎ ƻƴ 
Facebook and other sites, while other School Boards encourage online social interaction.  
¢ƘŜ C!/9wh¦¢9 ǇŀŎƪŀƎŜ ǿŜΩƭƭ ŘƛǎŎǳǎǎ ǘƻŘŀȅ Ƙŀǎ ōŜŜƴ ǳǎŜŘ ǘƻ ŀǎǎŜǎǎ ¢ŜŀŎƘŜǊ ƻƴƭƛƴŜ 
behaviour in both cases. 

ÅLƴ Ƴŀƴȅ ŎŀǎŜǎΣ ŀ ōŀǎƛŎ ŦǊƛŜƴŘ ƭƛǎǘ ƛǎ ŀƭƭ ǘƘŀǘΩǎ ŎƻƴǎƛŘŜǊŜŘ όǘƘŜ ǎŎƘƻƻƭ ōƻŀǊŘ ŜȄŀƳǇƭŜ ŦƻǊ 
ƛƴǎǘŀƴŎŜύΦ  Lƴ ǘƘƛǎ ŎŀǎŜΣ ȅƻǳΩŘ ǘƘƛƴƪ ȅƻǳ ŎƻǳƭŘ Ƨǳǎǘ ǳǎŜ ŀ ōǊƻǿǎŜǊ ǘƻ ŘƛǎǇƭŀȅ ŀ ŦǊƛŜƴŘ ƭƛǎǘΦ  
However, in assessing a school with 75 teachers and over 1,000 students, FACEROUTE is 
useful in both dealing with the volume and flagging audit findings. 

ÅLƴ Ƴŀƴȅ ƻǘƘŜǊ ŎŀǎŜǎΣ ƘƻǿŜǾŜǊΣ ǘƘŜ άŦǊƛŜƴŘ ƻŦ ŀ ŦǊƛŜƴŘέ ƭƛǎǘ ƛǎ ŀƭǎƻ ƛƳǇƻǊǘŀƴǘΦ  .ŀŎƪƎǊƻǳƴŘ 
checks of all kinds for instance will routinely collect this information.  In a social world 
ǿƘŜǊŜ ŦǊƛŜƴŘ ƭƛǎǘǎ ŀǊŜ ǊƻǳǘƛƴŜƭȅ ƻǾŜǊ нлл όǿƘƻ Ƙŀǎ нлл ǊŜŀƭ ŦǊƛŜƴŘǎΚύΣ ŀ ǎƛƴƎƭŜ άŦǊƛŜƴŘ ƻŦ ŀ 
ŦǊƛŜƴŘέ ŎƘŜŎƪ Ŏŀƴ Ŝŀǎƛƭȅ ǎǳǊǇŀǎǎ плΣллл ƴƻŘŜǎ ŀŎǊƻǎǎ нлл ǇŀƎŜǎΦ  ¢Ƙƛǎ ŎƘŜŎƪ ƛǎ ǎƛƳǇƭȅ  ƴƻǘ 
manageable using manual methods. 
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Along the way, it was realized that dumping an entire personal site and creating a 
wordlist might also be useful.   
 
ÅWordlists of this kind can be used to check for data leakage of intellectual property 

or other confidential information (grepping ǎǳŎƘ ŀ ƭƛǎǘ ŀƎŀƛƴǎǘ ŀ ƭƛǎǘ ƻŦ άǿƻǊŘǎ ƻŦ 
ƛƴǘŜǊŜǎǘέ ŦƻǊ ƛƴǎǘŀƴŎŜύΦ   

ÅThis can be used against both personal and corporate pages on social sites ς for 
ƛƴǎǘŀƴŎŜΣ ƛǘΩǎ ƻŦǘŜƴ ǇƻƭƛŎȅ ǘƻ ŀǳŘƛǘ ƳŀǊƪŜǘƛƴƎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ƴŜǿ 
products are not pre-announced. 

ÅWordlists from social sites can also be used as input for password guessing lists 
όƴŀƳŜǎΣ ŜǾŜƴǘǎ ŀƴŘ ƘƻōōƛŜǎ ŦƻǊ ƛƴǎǘŀƴŎŜύΦ  Lƴ ǘƻŘŀȅΩǎ ǿƻǊƭŘ ƻŦ Ǌŀƛƴōƻǿ ǘŀōƭŜǎ ŀƴŘ 
ŀŘǾŀƴŎŜŘ ōǊǳǘŜ ŦƻǊŎŜ ƳŜǘƘƻŘǎ όǳǎƛƴƎ CtD!Ωǎ ŀƴŘ Ŧŀǎǘ ǇǊƻŎŜǎǎƻǊǎύΣ ȅƻǳΩŘ ǘƘƛƴƪ ǘƘŀǘ 
this use would not be so popular, but a variant of FACEROUTE that simply dumps 
information has proved useful in auditing passwords in a DLP context (if your 
password is on your Facebook or Linkedin page, you are essentially posting your 
password) 
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Faceroute is the first module in the SMRT toolset 
 
Besides basic mapping, what should it do? 
ÅMaps the original list of target people in red 
ÅaŀǇǎ ǘƘŜ ά{tCέ ό{ƘƻǊǘŜǎǘ tŀǘƘ First) route between all of the orginal target people 

in red 
ÅAll other nodes are in light grey for readability 
Å! άǎǘƻǇ ǎƛƎƴέ ƴƻŘŜ ƛƴŘƛŎŀǘŜǎ ǇŜƻǇƭŜ ǿƘƻ ƘŀǾŜ ƎƻƴŜ ǘƻ ǘƘŜ ǘǊƻǳōƭŜ ǘƻ ǎŜǘ ǘƘŜƛǊ 

privacy settings in Facebook such that friends cannot be listed 
 
Believe me, this is NOT as simple as it sounds. 
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In the context of mapping, ǘƘŜ ǿƻǊŘ άƎǊŀǇƘέ Ƙŀǎ ŀ ǎǇŜŎƛŀƭ ƳŜŀƴƛƴƎΦ  Lƴ ǘƘŜ ŎŀǎŜ ƻŦ 
ƳŀǇǇƛƴƎ ǎƻŎƛŀƭ ƳŜŘƛŀ ǊŜƭŀǘƛƻƴǎƘƛǇǎΣ ƛǘ ƛƳǇƭƛŜǎ ŀ ƎǊŀǇƘ ǎƘƻǿƛƴƎ ŀƭƭ ƛƴǘŜǊŜǎǘƛƴƎ άƴƻŘŜǎέ 
όǇŜƻǇƭŜύ ŀƴŘ άŜŘƎŜǎέ όŎƻƴƴŜŎǘƛƻƴ ōŜǘǿŜŜƴ ƴƻŘŜǎΣ ƻǊ ǇŜƻǇƭŜ ƛƴ ǘƘƛǎ ŎŀǎŜύΦ 
 
! ƴƻŘŜǎ άŘŜƎǊŜŜέ ƛǎ ŀ ǎƛƳǇƭŜ ŎƻƴŎŜǇǘ ς ƛǘΩǎ ǘƘŜ ǎǳƳ ƻŦ ŀƭƭ ŜŘƎŜ ǾŀƭǳŜǎ ŦƻǊ ŀ ǎǇŜŎƛŦƛŎ 
node.  Or in our case, the count of connection that person has. 
 
Edges can have direction.  In the case of Facebook, edges are undirected, a link works 
both ways ς if you have friended someone, they also have friended you.  Twitter on 
the other hand is a directed network ς ȅƻǳ Ŏŀƴ Ŧƻƭƭƻǿ ǎƻƳŜƻƴŜΣ ōǳǘ ǘƘŜȅ ŘƻƴΩǘ 
necessarily follow you. 
 
An analogy in real life might be useful here.   
¢ƘŜ ǎŜǘ ƻŦ άƘŀǾŜ shaken hands ǿƛǘƘέ ƛǎ ŘŜŦƛƴƛǘŜƭȅ ŀ ǳƴŘƛǊŜŎǘŜŘ ƎǊŀǇƘΦ  Shaking hands 
with someone is a mutual experience.  hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ άƘŀǾŜ ƘŜŀǊŘ ƻŦέ ƛǎ 
ǳƴŘƛǊŜŎǘŜŘΦ  LΩǾŜ ŎŜǊǘŀƛƴƭȅ ƘŜŀǊŘ ƻŦ {ǘŜǾŜƴ IŀǿƪƛƴƎΣ ōǳǘ LΩƳ ǇǊŜǘǘȅ ǎǳǊŜ ƘŜ ƘŀǎƴΩǘ 
heard of me. 
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¢ƘƻǎŜ ŦŀƳƛƭƛŀǊ ǿƛǘƘ ƳŀǇǇƛƴƎ ƴŜǘǿƻǊƪǎ ǿƛƭƭ ōŜ ŦŀƳƛƭƛŀǊ ǿƛǘƘ ǘƘŜ ŎƻƴŎŜǇǘ ƻŦ άǇŀǘƘ Ŏƻǎǘέ 
ς in this context we would account for path cost by adding a value to edges, giving 
some connections a higher preference than others.  For instance, in the case of a road 
network, a GPS might prefer paved roads over gravel roads, and expressways over 
ōƻǘƘΦ  ¢ƘŜ ǎǇŜŜŘ ƭƛƳƛǘ ƻƴ ŀ ǊƻŀŘΣ ŀƴŘ ǘƘŜ ΨŘǊƛǾŜ ƭŜƴƎǘƘΩ ƻŦ ŀƴȅ ǇŀǘƘ ǿƛƭƭ ŀƭǎƻ ƘŜƭǇ 
define the weight (by computing overall drive time).  In the context of the SMRT and 
C!/9wh¦¢9 ǘƻƻƭǎŜǘΣ ǿŜΩƭƭ ŀǎǎƛƎƴ ŀ ǾŀƭǳŜ ƻŦ м ǘƻ ŜŀŎƘ ŜŘƎŜΦ  ²ŜΩǊŜ ƴƻǘ ƳŜŀǎǳǊƛƴƎ 
.CCΩǎΣ ǿŜΩǊŜ Ƨǳǎǘ ƳŀǇǇƛƴƎ ǊŜƭŀǘƛƻƴǎƘƛǇǎΦ 
 
Sparse graphs describe a system where the number of edges is low, compared to the 
ƴǳƳōŜǊ ƻŦ ƴƻŘŜǎΦ  Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ǘƘŜǊŜΩǎ ǊƻƻƳ ƛƴ ǘƘŜ ƎǊŀǇƘ ŦƻǊ ƳƻǊŜ ŜŘƎŜǎ ōŜǘǿŜŜƴ 
nodes.  A city if a real-life example of a sparse system.  To cite a very common 
ŜȄŀƳǇƭŜΣ L ƳƛƎƘǘ ƭƛǾŜ ƛƴ /ŀƴŀŘŀΣ ōǳǘ L ŘƻƴΩǘ ƪƴƻǿ ŜǾŜǊȅƻƴŜ ƛƴ /ŀƴŀŘŀΦ 
 
Dense graphs describe systems where the number of edges is high.  In other words, 
most nodes connect to most other nodes.  Most High Schools would be considered a 
dense system ς most students in school know most other students. 
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Facebook  
Overall, Facebook is considered a sparse system.  Sadly, even though Grace Park has a 
Facebook page, she is not my friend on Facebook.   
 
In most applications you would consider each link to be equal (a friend is a friend is a 
friend), but some people do have more friends than others, so some people have 
more weight than others, their degree measured by their friend count.   
 
Facebook is an undirected system ς if you friend someone, they also friend you. 
 
Twitter 
¢ǿƛǘǘŜǊ ƛǎ ǎƛƳƛƭŀǊƭȅ ŀ ǎǇŀǊǎŜ ǎȅǎǘŜƳΦ  DǊŀŎŜ tŀǊƪ ŘƻŜǎƴΩǘ Ŧƻƭƭƻǿ ƳŜ ƘŜǊŜ ŜƛǘƘŜǊΦ   
 
[ƛƴƪǎ ŀǊŜ ŘƛǊŜŎǘŜŘ ƘƻǿŜǾŜǊΣ ŀǎ ǿŜ ƴƻǘŜŘ ŜŀǊƭƛŜǊΣ L Ŏŀƴ Ŧƻƭƭƻǿ {ǘŜǾŜƴ IŀǿƪƛƴƎΣ ōǳǘ ƘŜΩǎ 
probably not following me.   
 
!ƎŀƛƴΣ ƛƴ Ƴƻǎǘ ŀǇǇƭƛŎŀǘƛƻƴǎ ȅƻǳ ǿƻǳƭŘƴΩǘ ǿŜƛƎƘǘ ŜŘƎŜǎ όŀ ƭƛƴƪ ƛǎ ŀ ƭƛƴƪύΣ ōǳǘ ȅƻǳ Ŏŀƴ 
measure the degree of graph members ς in Twitter you normally calculate degree by 
follower count, rather than the count of people you follow.  The follower count is 
generally considered a measure of value of content posted.  Though in the case of 
Justin Bieber that might not be the case .. 
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All of the more popular social sites now publish an API, and there are generally 
ƭƛōǊŀǊƛŜǎ ŀǾŀƛƭŀōƭŜ ŦƻǊ Ƴƻǎǘ ǇƻǇǳƭŀǊ ƭŀƴƎǳŀƎŜǎ ǘƻ ǎƛƳǇƭƛŦȅ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜǎŜ !tLΩǎΦ 
 
IƻǿŜǾŜǊ ά{ƛƳǇƭƛŦȅέ ƛǎ ŀ ǊŜƭŀǘƛǾŜ ǘŜǊƳΧ  
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Open Authentication (OAUTH) is how most of the social sites are steering their APIs ς 
your app needs to authenticate to the site using OAUTH before any data is available 
to it. 
 
Note that the exchange for authentication is *very* complex, with the end result 
ōŜƛƴƎ ŀƴ άŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘƻƪŜƴέ ǿƘƛŎƘ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ǇǊƻŎŜǎǎ ƛƴŘƛǾƛŘǳŀƭ ǘǊŀƴǎŀŎǘƛƻƴǎΦ 
This normally involves registering an application, with application credentials 
όƴƻǊƳŀƭƭȅ ŀ ƴŀƳŜ ŀƴŘ ŀ άǎŜŎǊŜǘέύΣ ōǳǘ ŎŜǊǘƛŦƛŎŀǘŜǎ Ŏŀƴ ŀƭǎƻ ōŜ ǳǎŜŘΦ 
 
More on Oauth can be found at: 
http://oauth.net/  
http://developers.facebook.com/docs/authentication/ 
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Once authenticated, the API seems very simple ς just browse to the appropriate link, 
and the data is returned. 
(the access token is returned to the app as part of the authentication handshake) 
 
Aside from the complexity of the authentication and access token process, this seems 
simple, right? 
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Who writes an API that has fewer rights than the native client (in this case, the 
browser). 
 
Why, Facebook does ! 
 
Even if users could see the prompt for permission, a recon app like Faceroute ŎŀƴΩǘ 
wait for days as each target gets around to logging in and responding, and (hopefully) 
ǘƘŜ ǘŀǊƎŜǘǎ ǎƘƻǳƭŘ ǎŀȅ άƴƻέ ŀƴȅǿŀȅ 
 
!ƭƭ ǘƘŜ ǿƘƛƭŜΣ ǘƘŜǊŜΩǎ ŀ ǇŜǊŦŜŎǘƭȅ ƎƻƻŘ ƛƴǘŜǊŦŀŎŜ όŀƴȅ ōǊƻǿǎŜǊύ ǘƘŀǘ Ŏŀƴ ŎƻƭƭŜŎǘ ǘƘŜ 
information we need. 
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bƻǘŜ ǘƘŀǘ CŀŎŜōƻƻƪ ƛƴŎƭǳŘŜǎ ƛƴ ƛǘΩǎ ¢ŜǊƳǎ ƻŦ {ŜǊǾƛŎŜΥ 
 

ά¸ƻǳ ǿƛƭƭ ƴƻǘ ŎƻƭƭŜŎǘ ǳǎŜǊǎϥ ŎƻƴǘŜƴǘ ƻǊ ƛƴŦƻǊƳŀǘƛƻƴΣ ƻǊ ƻǘƘŜǊǿƛǎŜ ŀŎŎŜǎǎ 
Facebook, using automated  
means (such as harvesting bots, robots, spiders, or scrapers) without our 
ǇŜǊƳƛǎǎƛƻƴΦέ 

Also: 
ά¸ƻǳ ǿƛƭƭ ƴƻǘ ŦŀŎƛƭƛǘŀǘŜ ƻǊ ŜƴŎƻǳǊŀƎŜ ŀƴȅ Ǿƛƻƭŀǘƛƻƴǎ ƻŦ ǘƘƛǎ {ǘŀǘŜƳŜƴǘΦέ 

 
This pretty much precludes any meaningful recon on Facebook, and makes you 
wonder what that API is for ?? 
It also means that I am not encouraging you to use SMRT or FACEROUTE.  In fact, it 
ǿƻƴΩǘ ōŜ ǇƻǎǘŜŘ ǳƴǘƛƭ ǘƘŜ ƎǊŀǇƘƛŎŀƭ ƛǎǎǳŜǎ ŀǊŜ ǿƻǊƪŜŘ ƻǳǘΦ 
 
Along with terms of service, Facebook also aggressively uses ROBOTS.TXT, flagging 
ǇǊŜǘǘȅ ƳǳŎƘ ŜǾŜǊȅǘƘƛƴƎ ŀǎ άŘƻƴΩǘ ƭƻƻƪ ƘŜǊŜέ 
 
Facebook also monitors browsing behaviour to detect automation, and implements 
CAPTCHAs to prevent it 
 
The use of AJAX means that most of the site is dynamic in nature ς pages are 
essentially created on the fly (you can see this especially in the friends list pages).   
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Because of the dynamic nature of the site, you cannot, for instance, use wget or curl 
with a target url and credentials. 
 
Mechanize is a library that permits stateful browsing.  But again, it is foiled by 
dynamic pages ς ǘƘŜ ǇŀƎŜ ƴŀƳŜǎ ŀǊŜ ƴƻǘ ŎƻƴǎƛǎǘŜƴǘƭȅ ǘƘŜ ǎŀƳŜΣ ǎƻ άŦƛƴŘƛƴƎέ ǘƘŜ ƭƻƎƛƴ 
fields is a problem 
 
So how do we get around the technical problem of dynamic page content? 
 
The answer is simple ς if a browser works, to overcome all of this, use a browser! 
 
²ŜΩƭƭ ŘǊƛǾŜ ŀ ǎǘŀƴŘŀǊŘ ōǊƻǿǎŜǊ όCƛǊŜŦƻȄύ ǳǎƛƴƎ ŀƴ ŀǳǘƻƳŀǘƛƻƴ ƭƛōǊŀǊȅΦ  Lƴ ǘƘƛǎ ǾŜǊǎƛƻƴΣ 
we used Selenium, powered by Python.  Selenium uses a nice client/server interface 
and so far handles everything needed (except that the PgDn key sequence appears to 
be broken) 
 
Windmill is an alternate browser that should work for this (I have not tested it). 
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There are a number of moving parts in FACEROUTE 
 
Python ς is the overall programming language.  PERL would have also worked, but I 
wanted to learn PYTHON this time around. (please be forgiving on my code). 
 
Beautiful Soup ς when scaping the HTML on complex screens, the resulting code is, 
well, a MESS.  Beautiful Soup re-formats the resulting HTML to something we can 
then use. 
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As mentioned, the Beautiful Soup package turns essentially unparseable HTML code 
into nicely formatted code that can be parsed and manipulated using standard text 
tools (sort, grep, uniq, etc) 
 
This makes it an ideal tool for scraping and parsing complex HTML screens 
 
CƻǊ ƛƴǎǘŀƴŎŜΣ ŀŦǘŜǊ ȅƻǳΩǾŜ άsoupedέ ŀ ŦǊƛŜƴŘ ƭƛǎǘ ǇŀƎŜΣ ǘƘŜ ŎƻƳƳŀƴŘΥ 
 
'cat out/soup.out | grep "?id=" | grep eng_tid | cut -d\ \ " -f 2 | grep ƘǘǘǇΩ 
 
Will extract the ǳǊƭΩǎ of each friend in the list. 
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Picking a graphics library can be fun in python.  Capabilities vary wildly, and some 
όƳŀƴȅΚ ƳƻǎǘΚύ Ǉƭŀƛƴ Ƨǳǎǘ ŘƻƴΩǘ ǿƻǊƪ ƻǊ ǿƻƴΩǘ ƛƴǎǘŀƭƭΦ 
 
The basic  library, pydotΣ ǿƛƭƭ Ǌǳƴ ƻǳǘ ƻŦ ƳŜƳƻǊȅ Ƨǳǎǘ ǳƴŘŜǊ нлл ƴƻŘŜǎΦ  {ƛƴŎŜ ƛǘΩǎ 
common to see facebook users with over 200 friends, this was obviously a no-go. 
 
I ended up using Networkx, which can output XML, DOT (a native graphcis format) or 
PNG, with matplotlib as a graphics output library 
 
Graphviz has some promise for better output, but installation can be a real challenge 
!   
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