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SMRT — The Social Media Recon Toolkit

FFEx 2t 32l Rkt S x2atanly

* SMRT is meant to be a generic toolkit for
recon of social websites.

* This is a pretty tall order, so it’s being built in
stages

* The first goal is to map relationships in a
meaningful way for security engagements
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SMRT — The Social Media Recon Toolkit
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* Mapping relationships - why is this useful?

— Background checks for Employment or Law
Enforcement, College Admissions,
— Criminal investigations

— Facebook is cited in 20-80% of divorce cases
(depending on the source)

— Checks on Corporate Policy — Teachers friending
students

— The “friend of friend” checks, “friend of friend of
friend” checks are key metrics
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discuss today) is to map relationships. Why might this be useful?

A The use that immediately comes to mind is background checks for employment.

Employers routinely use Facebook, Twitter &mtkedinas an informal metric to measure
judgment. For instance, if you discuss previous employers in a disparaging manner, that
would probably count against you, as would discussing illegal activity or posting
inappropriate photos or content.

Altre SyT2NOSYSyid oAttt aAYATINI& dzasS a2O0Al f
to see law enforcement “are used in something like8R@% of divorce cases.

A Auditing personal activity against corporate policy is a growing trend in social media. For
Ayaill yoSz a2yYS aoKz22t o62FNRa YFIyYyRFEGS GKI G
Facebook and other sites, while other School Boards encourage online social interaction.
¢KS C!/9wh! ¢9 LI O1I3S sSqQft RAaOdzaa (2RI &
behaviourin both cases.

ALy Ylye OFraSaz I o6lFlaAr0 FNASYR tAad Aa ff
Ayaidl yoSoo Ly GKAa OlFaSzy e2dz2QR GKAYy|l @2dz
However, in assessing a school with 75 teachers and over 1,000 students, FACEROUTE is
useful in both dealing with the volume and flagging audit findings.

ALY YlIye 20KSNJ Ol aSaz K2gSOSNE (GKS GFNASYR
checks of all kinds for instance will routinely collect this information. In a social world
GKSNBE FNASYR fAadda INB NRdziAySte 2@0SNI vwAan
FNASYRéE OKSO1l OFy SlFaAafte adzN1J aa nnZnnn y2
manageable using manual methods.




SMRT cont’d
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* The second goal of SMRT is to “harvest” words
off of social media pages
* Why?
— Again, Background Checks
— Data Loss Prevention (fiscal or technical)
— Wordlist collection for password guessing

* This can be important on both personal or
corporate pages

* This activity may require a friend relationship,
depending on the network

(not yet implemented)
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Along the way, it was realized that dumping an entire personal site and creating a
wordlist might also be useful.

A Wordlists of this kind can be used to check for data leakage of intellectual property
or other confidential informationgreppingd dzOK  f Aad F 3L Ayad |
AYGSNBadGe F2NIAyaildlyoSoo

A This can be used against both personal and corporate pages on sociglfsites
AyaaglryoOSs AGQa 2FGSy LRtAOE G2 | dzRAG YU
products are not preannounced.

A Wordlists from social sites can also be used as input for password guessing lists
OylYSazr S@Syita yR K2o00ASa F2NJ Ayaidl yos
I RO yOSR O0NMHziS F2NOS YSGK2R& o6dzaAy3a CtD
this use would not be so popular, but a variant of FACEROUTE that simply dumps
information has proved useful in auditing passwords in a DLP context (if your
password is on your Facebooklonkedinpage, you are essentially posting your
password)




FACEROUTE
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* Define a list of target people (red on graph)
* Map the all relationships to a radius “R”

* Identify the “shortest path” between each of
the original targets

* People who have protected their friend list
show up as “stop signs” in the map

* Sounds simple, right ?
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Faceroutds the first module in the SMRT toolset

Besides basic mapping, what should it do?

A Maps the original list of target people in red

Aal LJa GKS a{ t Crrst) cofitkoRtinderSall df therdginaltarget people
in red

A All other nodes are in light grey for readability

Al dqad2L) ara3dyé y2RS AYRAOFGSa LIS2LX S gK?2
privacy settings in Facebook such that friends cannot be listed

Believe me, this is NOT as simple as it sounds.




FACEROUTE Syntax
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“python fr.py R”
where “R” is the radius to map out to

And...

in/nodes.in  is the initial list of target urls
in/creds.in Facebook credentials (I KNOW, THIS IS BAD)
out/nodes.out the nodes mapped output, (url, name, radius)

out/edges.out the edges mapped output (url, url)
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Faceroutds the first module in the SMRT toolset

Besides basic mapping, what does it do?

A Maps the original list of target people in red

Aal LJa GKS a{ t Crrst) cofitkoRtinderSall df therdginaltarget people
in red

A All other nodes are in light grey for readability

Al dqad2L) ara3dyé y2RS AYRAOFGSa LIS2LX S gK?2
privacy settings in Facebook such that friends cannot be listed




Some Terminology - Graphs
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* Nodes and Edges

* In social media, “Nodes” are commonly matched
to people.

* Edges are connections between nodes
* A node’s “degree” is how many edges link to it.
* Undirected Graphs —a,b implies b,a

* Directed Graphs —a,b is independent of b,a
* Facebook is Undirected (mutual friends)
» Twitter is Directed (“follow” is one way)

T R FEra PPt R F 2t P A 2t el R ket ty

InthecontextofmapplngJ KS $2NR G3aINFLIKE KFa I &aLISOAL
YFELWAYI &20AFE YSRAI NBEFGAZYAKALAS Al A
OLIS2L) SO YR 4GSR3IS&¢ 602yySOlAz2y 06Sis6SSy
I y2RSa GRSINBSLAL®DAlI (EKSYRHSL DFYyOSLII SRIAS

node. Or in our case, the count of connection that person has.

Edges can have direction. In the case of Facebook, edges are undirected, a link works
both ways¢ if you have friended someone, they also have friended you. Twitter on

the other hand is a directed netwok& 2 dz Ol'y F2ff2¢ a42YS2ySs
necessarily follow you.

An analogy in real life might be useful here.
¢ KS &S lsh&kan handgl AISK ¢ A &
with someone is a mutual experienck. y 0 K

S
dzy RANBOGSR® LQBS OSNI I
heard of me.

RSTA y A (1 Shéking handsizy RA
20KSNJ KFYyRT aKF @S
A {GS

U
yie KSINR 2T




More on Graphs
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Weighted and Unweighted graphs

— Where different edges have different weights
— In an IP network, different link speeds

— In a road network, different speeds or length

* Sparse graphs — only a small number of the
possible edges are defined

The degree of a node is the number of edges
connected to it
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¢tK2aS FFEYATAFNI 6AGK YIFLWLAY3I ySig2Nyl a oAf
¢ in this context we would account for path cost by adding a value to edges, giving

some connections a higher preference than others. For instance, in the case of a road
network, a GPS might prefer paved roads over gravel roads, and expressways over

020K® ¢KS &aLISSR tAYAG 2y | NRBIRZ |yR (K
define the weight (by computing overall drive time). In the context of the SMRT and
C!'/9wh! ¢9 (22taSiz ¢SQftf FaaArady I @It dzS

. CCQasx ¢6SQONB 2dzal YIFLIWAY3I NBfFIA2YAKALIA®

Sparse graphdescribe a system where the number of edges is low, compared to the
ydzYo SN 2F y2RSao Ly 20KSNJ g2NRaAX UKSNBQ
nodes. A city if a redife example of a sparse system. To cite a very common

SEFYLX SS L YA3IKG tABS Ay [/ FyFRIFEY odzi L R

Dense graphs describe systems where the number of edges is high. In other words,
most nodes connect to most other nodes. Most High Schools would be considered a
dense systeng most students in school know most other students.




Two Social Networks
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Facebook
* Sparse — Grace Park is not my friend

* Unweighted links, weighted nodes — a link is a link, but
some people have more friends than others

* Undirected — If Frank is my friend, then | am Frank’s
friend

Twitter
* Sparse — Grace Park is not following me here either
* Unweighted links, weighted nodes

* Directed — | can follow Frank, but Frank doesn’t need to
follow me
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Facebook
Overall, Facebook is considered a sparse system. 8aeitythough Grace Park has a
Facebook page, she is not my friend on Facebook.

In most applications you would consider each link to be equal (a friend is a friend is a
friend), but some people do have more friends than others, so some people have
more weight than others, their degree measured by their friend count.

Facebook is an undirected systenf you friend someone, they also friend you.

Twitter
CHAGGSNI Aa aAAYAfLFINI@& | aLl NBRS aeaidSyo D
[ Ayl1a NS RANBOUGUSR K28SOSNE |a 6S y2GSR

probably not following me.

I 3FAYZ AY Y2ad FLIWX AOFGA2ya &2dz g2dz Ry Qi
measure the degree of graph members Twitter you normally calculate degree by

follower count, rather than the count of people you follow. The follower count is

generally considered a measure of value of content posted. Though in the case of
JustinBieberthat might not be the case ..




How do We Collect Friendship Data?
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* In a perfect world, ask the network via API

* Twitter API
— built for data collection
— everything works

* Facebook
— built for data collection

— Requires the user you are collecting data on to
trust your application (do you trust this BFF app?)

— Built for the target user to run, not a third party

% 2P el L 22 el 3 r2retanly L2t oty

All of themore popular social sites now publish an API, and there are generally
fAONI NASE I GFAfFO6ES F2NJ Y2ald LJ2LJdzf | NI € Iy

| 26 SOSN) a{AYLX AFe&eé¢ Aa | NBEtIFIGASBS (§SN¥X
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Authentication
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* Just authenticating to the APl is a non-trivial matter —
Open Authentication (Oauth) flowchart:

User’s
Browser Your App Facebook

GET Your app’s frontpage

Redirect

GET DAuth Dialog
302 Redirect including code parameter

GET Your app’s callback URL

GET /oauth/authorize N

Access Token

GET/me?access_token=..
AP Response

3 Render user data in page

User's Your App Facebook
Browser
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Open AuthenticatiofOAUTH) is how most of the social sites are steering theircAPIs
your app needs to authenticate to the site using OAUTH before any data is available
to it.

Note that the exchange for authentication is *very* complex, with the end result
0SAY3 'y al dziKSYyGAaAOlradaAzy (G21Syé¢ 6KAOK OF
This normally involves registering an application, with application credentials
OYy2NXYItEte I yIYS YR I aaSONBGé0OS odzi OS
More onOauthcan be found at:

http://oauth.net/
http://developers.facebook.com/docs/authentication/
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Facebook GRAPH API
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* The overall APl is simple:
— Friends: https://graph.facebook.com/someuser/friends?access_token=...
— News feed: https://graph.facebook.com/someuser/home?access_token=...

— Profile feed (Wall):
https://graph.facebook.com/someuser/feed?access_token=...

— Likes: https://graph.facebook.com/someuser/likes?access_token=...
— Movies: https://graph.facebook.com/someuser/movies?access_token=...

— Events: https://graph.facebook.com/someuser/events?access_token=...
— Groups: https://graph.facebook.com/someuser/groups?access_token=...
— Checkins: https://graph.facebook.com/someuser/checkins?access token=...

* However, the permissions model is skewed towards
called web pages rather than client side applications.

* The info we need isn’t “public enough”

Once authenticatedthe API seems very simptgust browse to the appropriate link,
and the data is returned.
(the access token is returned to the app as part of the authentication handshake)

Aside from the complexity of the authentication and access token process, this seems
simple, right?




Why the APl is Broken for SMIRT
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* For friend lists, target users must trust the
app, not the user running the app

* But we're not writing a “who is my BFF” app,
we’re writing a mapping app that runs without
the target user’s permission

* We're writing a CLI app - the user never sees
the permission prompt

* How do we get around this problem?

% 2P el L 22 el 3 r2retanly L2t oty

Who writes an ARhat has fewer rights than the native client (in this case, the
browser).

Why, Facebook does !

Even if usersould see the prompt for permission, a recon app FeeerouteO I Y Q (i
wait for days as each target gets around to logging in and responding, and (hopefully)
GKS GFrNBSGa akK2dzZ R alé& ayz2¢é lyegle

lff GKS ¢gKAf ST GKSNBQa | LISNFSOGte 3I22R
information we need.
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Other Facebook Barriers
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* Facebook Terms of Service
— No automated tools

— No facilitating or encouraging others to violate
terms of service.

— | am not recommending that you violate these
rules.
* Facebook preventative measures
* Coded in AJAX
* Robots.txt
* Monitor behaviour heuristics for automation
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b2i8 GKIG CIFOS622]1 AyOfdRSa Ay AiGQa ¢SNY

G,2dz gAftt y20 02ttt SO0 dzaSNmRU O2yiSyi
Facebook, using automated
means (such as harvesting bots, robots, spiders, or scrapers) without our
LISNIYA &aAz2y oé
Also:
G,2dz gAft y24 FILOALAOGIOGS 2NJ SyO2dzNY 3S
This pretty much precludes any meaningful recon on Facebook, and makes you
wonder what that API is for ??
It also means that | am not encouraging you to use SMRT or FACEROUTE. In fact, it
g2y Qi 0SS LRaGSR dzyiAf GKS INFLKAOIT Aaadz

Along with terms of service, Facebook also aggressissaly ROBOTS.TXT, flagging
LINBGGe YdzOK SOSNEBGKAY3 a aR2y QG 221 KS

Facebook also monitors browsibghaviourto detect automation, and implements
CAPTCHASs to prevent it

The use of AJAX means that most of the site is dynamic in napages are
essentially created on the fly (you can see this especially in the friends list pages).

14




APl workaround — Screen Scraping
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* When targeting Facebook:
— Curl doesn’t curl
— Wget won’t get
— Mechanize won’t work either

* Ended up using Selenium, a browser
automation tool. Windmill should also work.
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Because of the dynamic nature of the site, you cannot, for instanceygseor curl
with a targeturl and credentials.

Mechanize is a library that permissatefulbrowsing. But again, it is foiled by
dynamicpages 0 KS LJ 3S yIYS&a IINB y20 O2yaAradaSyi
fields is a problem

So how do we get around the technical problem of dynamic page content?

The answer is simpleif a browser works, to overcome all of this, use a browser!

28Qff RNAOGS | &il yRINR oNRPG&ASNI 6CANBTF2EQ
we used Selenium, powered by Python. Selenium uses a nice client/server interface

and so far handles everything needed (except thatRg®rkey sequence appears to
be broken)

Windmill is an alternate browser that should work for this (I have not tested it).
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FACEROUTE - Under the Covers
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* Python — mostly because | wanted to learn
Python.

* Beautiful Soup — turns spaghetti HTML into
structured, query/grep friendly text

* Selenium — Browser control

* Text output is so far the most useful
(compliance audits)

* Graphical Output — more on that in a bit ....
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There area number of moving parts in FACEROUTE

Python¢ is the overall programming language. PERL would have also worked, but |
wanted to learn PYTHON this time around. (please be forgiving on my code).

Beautiful Soug, whenscapinghe HTML on complex screens, the resulting code is,
well, a MESS. Beautiful Sougfeemats the resulting HTML to something we can
then use.
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Beautiful Soup
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* Before

"»<div class="1float"><form method="ge!
1check="false" value="search” title=" Sea

+//www. facebook. com/search/"

-

acebook. com/editaccount . php?r ef =mb&amp; drop
ent.__inlinesubmit(this,event) ><input type=
n"><diy id="pagelet_main_column" data-referrer
r title="Create a P /
_d[i])>=

upup ccount<i class="accountp
e ormL 1d- values 61f 330399 39677
@i/ divacdiv 1ds"botToNContent o</ dives/oi
re Kevelopers. Facebook, com 7ref=pf- TIT]e~ Develop on our
e, Facebook. comu/ 1og1. php-); Jeatch(e) (51 c]( 3 theepsl /.
AN/ |53 i\ php | conment\ . php) logaut

i bbyFqQ4rss. ¢ P

i il
ROAGRUNNER_READY'
“text”:"app”, "type":

p” g Tina £, "MpKh
Brbider registerca 1hmum a13sLoader .

mzm(mon,[
options: 1"autoselect”:true, "typeobjects”:{ app’

ctor: "searchTypeaheady

* After

M ULaYY- UIMEIULLER  UALAT1GUEL- REPUIL a3 opan
<a class="itemAnchor” role="menuiten” tabindex="

ore”>
<span class="itemLabel fsm">
Report as Spam...
</span>

<a class="uiTooltip close button" href="#")

<span class="uiTooltiplirap top center centertop™>
<span class="uiTooltipText uiTooltipNolirap™>
Press Esc to close
(/span)

As mentioned, the Beautiful Soup package turns essentiajparseabléeHTML code

into nicely formatted code that can be parsed and manipulated using standard text

tools (sort,grep, unig, etc)

This makes it an ideal tool for scraping and parsing complex HTML screens
C2NJ Ayaill yOSiped Tk SNNR 3 4R IEA & LJ 3S3
‘cat out/soup.out| grep"?id="| grepeng_tid| cut -d\\" -f 2 | grepK (i & LIQ

Will extractthe dzZN®f €a&h friend in the list.

l.j

KS
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Pickinga graphics library can be fun in python. Capabilities vary wildly, and some
OYFyeK Y2alKo LI FAY 2dza0 R2y QG 62N)] 2N &

The basic librargydots g A€t NXzy 2dzi 2F YSY2NER 2dzad
common to sedacebookusers with over 200 friends, this was obviously egoo

| ended up usin@letworkx which can output XML, DOT (a natiyaphcidormat) or
PNG, withmatplotlib as a graphics output library

Graphvizhas some promise for better output, but installation can be a real challenge
!
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